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E-government is the use of computer, network and communication of modern 
information technology, realize the optimization and reorganization of the government 
organization structure and the work flow, into a lean, efficient, honest, fair 
government operation mode, so that the full range of the community to provide 
quality, transparent ,standardized,management and service. In our country, with the 
continuous development of e-government, put forward higher request to the security 
of the e-government network system, so the research important content to build 
e-government network security system effectively has become the research of 
e-government. 
The dissertation focuses on the network security problems faced by 
e-government network, analyzes the main challenges and safety of current our country 
E-government network security requirements, the means of e-government network 
security is the security technology, expounds the important significance of 
establishing e-government network security monitoring system. Linking theory with 
practice, analyze the demand of e-government extranet network security electronic 
city, combined with the network security technology, application of layered 
architecture design methods, association rules analysis, design and implementation of 
the electronic government "network security monitoring system", and a detailed 
description of the system design and implementation of the main function. 
This system mainly consists of data acquisition, data analysis, data display 
module.  The system implements real-time security monitoring and management of 
th network equipment, network security equipment, important server. It also 
implements log analysis, automatic fault localization, security early warning function, 
which satisfies the requirements of the e-government network security monitoring. 
Design ideas and solutions in this paper, has certain reference value for the Design 
and Implementation of the municipal e-government network security system. 
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1.1  研究背景及意义 






























































































































































































                        









(1) 网络地址转换( NAT )：节省 IP 地址资源、隐蔽内部网络的功能。 




2.2.2 Web 应用防火墙( WAF ) 
Web 应用防火墙（英文：Web Application Firewall，简称 WAF）是通过执行
一系列针对 HTTP/HTTPS 的安全策略，来专门为 Web 应用提供保护的一种网络
安全产品。Web 应用防火墙是最近几年新兴的安全技术，从本质上说，Web 应用
防火墙可以算是一种特殊的基于 Web 防护的应用层防火墙。 
WAF 产生的背景： 
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的增值业务等。Web 服务器逐渐成为主要攻击目标，SQL 注入、网页篡改、网





对于 web 应用防护更是不足。 
与传统防火墙相比较，WAF 最显著的技术特点如下： 
1．对 HTTP 有本质的理解：能完整地解析 HTTP 包括报文头部、参数及载
荷，支持各种 HTTP 编码(如 chunked encoding)，提供严格的 HTTP 协议验证，
提供 HTML 限制，支持各类字符集编码，具备 response 过滤能力。 
2．提供应用层规则：Web 应用通常是定制化的，传统的针对已知漏洞的规
则往往不够有效，WAF 提供专用的应用层规则，且具备检测变形攻击的能力，





WAF 通常工作在防火墙 DMZ 区，透明部署在防火墙和 Web 服务器群之间，
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